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1.1 History

This paper was originally published as the IBM Redpaper Sharing and maintaining Linux
under z/VM, largely based on input from architects and system administrators from
Nationwide Insurance, published in February of 2008, available on the Web at:

http://www.redbooks.ibm.com/abstracts/redp4322.html

Second paper
In July of 2009, the original paper was updated, with most input coming from system
administrators at Penn State University. This second paper is available on the Web at:

http://Tinuxvm.org/present/ro-root-S10.pdf

The changes made in the second paper are as follows:

» It was based on z/VM 5.4 (previously 5.3).

» Linux was based on SLES 10 SP2.

» Linux scripts and z/VM REXX EXECs were updated or added.

» The Linux script to create a read-only system was renamed to mnt2rogld. sh (formerly
mkror. sh) to better follow the script naming convention.

» Disk space of each Linux system was increased: previously a read-write system occupied
3338 cylinders, or a single 3390-3. In this paper, a read-write system occupies 5008
cylinders, or half of a 3390-9. Also a read-only system has been increased to 1669
cylinders, or half of a 3390-3.

» A more detailed section on maintaining Linux was added.

Third paper
This is the third paper with most updates coming from collaboration between IBM and Red
Hat. The majority of the changes were in moving from SLES to RHEL.

» Linux is based on Red Hat Enterprise Linux (RHEL) 5.3

» No modified initialization script is necessary because Red Hat’s /etc/rc.d/rc.sysinit
allows for read-only root file systems.

» All read-write file systems on a read-only root system are maintained under /Tocal/. In
the previous papers, /var/ was on its own minidisk.

2 Sharing and maintaining Linux under z/VM



1.2 Overview

Large operating systems, such as z/OS®, have, for several decades, leveraged shared file
structures. The benefits are reduced disk space, simplified maintenance and simplified
systems management. This paper describes how to create a Linux® solution with shared file
systems on IBM® System z™ hardware (the mainframe) running under z/VM®. It also
describes a maintenance system where the same Linux image exists on a test, maintenance
and golden virtual servers (The golden disks are those that are copied when cloning). The
benefits of such a system are the following:

» Extremely efficient resource sharing: which maximizes the business value of running
Linux on System z

» Staff productivity: fewer people are needed to manage a large-scale virtual server
environment running on z/VM

» Operational flexibility: companies can leverage and utilize their IT infrastructure to
enhance their business results

A word of caution and a disclaimer are necessary. The techniques described in this paper are
not simple to implement. Both z/VM and Linux on System z skills are needed. It is not
guaranteed that such a system would be supported. Check with your Linux distributor and
your support company to verify the changes described in this paper will be supported. This
paper is based on a system that has been implemented and is in production at Nationwide
Insurance and at Penn State. While they are based on Novell/Suse’s SLES distribution, the
examples in this paper are based on Red Hat’'s RHEL.

1.2.1 Conventions

The following font conventions are used in this paper:
Monospace and bold Commands entered by the user on the command line

<value> Value inside angle brackets is to be replaced with a value specific to
your environment

monospace File, directory and user ID names

The following command conventions are used in this book:

» z/VM commands are prefixed with ==>
» z/VM XEDIT subcommands are prefixed with ====>
» Linux commands running as root are prefixed with hostname: #
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1.3 Background of read-only root Linux

The system is called read-only root because the root file system (/) is mounted with read
permission, not read-write.

1.3.1 Why a read-only root?

By creating a read-only root file structure, the basic Linux system code can be shared among
many virtual Linux servers. This helps with Linux standardization. Many Linux servers will
share exactly the same version of Linux operating system.

This environment makes maintenance much simpler. It becomes possible to roll out a new
version of Linux by updating the master copy of the shared root file system, and not each of
the read-only root systems that uses it.

1.3.2 Overview of the system

4

The root file system is read-only because it does not have to be read-write. Actually, four
directories are chosen to be read-write: /etc/, /root/, /srv/ and /var/. In addition, the /tmp/
directory is read-write, but is in-memory and built at boot time. The /proc/ and /sys/
pseudo-directories are abstractions of kernel control blocks and the permissions are not
under the control of the systems administrator.

During the boot process, read-write copies of the directories /etc/, /root/, /srv/ and /var/
are bind-mounted from /1ocal/ over the read-only copies. There is a background discussion
on bind-mounts in section 1.3.5, “Overview of bind mounts” on page 14.

Figure 1-1 shows a block diagram of the entire system. The boxes above the dashed line
represent a maintenance system for conventional Linux servers with most file systems being
read-write. The boxes below the line represent the read-only root portion of the solution.

You may not understand the system the first time you see this figure, but read on, then come
back to it. You may also want to look at Figure 1-11 on page 20 which shows the file system
layout.
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Figure 1-1 Block diagram of read-only root system

The names of the z/VM user IDs are chosen to convey their function:

RH5GOLD

RH5RWMNT
RH5RWTST
RH5ROGLD
LNXCLONE
CMSCLONE
LNX224

LNX241

A more detailed summary of these systems is in section 1.4, “Summary of virtual machines”

on page 19.

The golden systems are stored on this virtual machines disks but
never booted.

The read-write system on which maintenance is done

The read-write system on which testing is done

The virtual machine with a hybrid read-only system

A user ID to run a Linux script to clone a read-only root system
A user ID to run REXX cloning EXECs (CMS files)

The first read-write Linux that is cloned

The first read-only root Linux that is cloned

1.3.3 High level approach of read-only root system

In the section that follows, the read-only root solution is described at a high level. In addition
to the read-only root environment, a maintenance process is also established. Details on
implementing the solution begin in section 1.5, “Building a read-write maintenance system”
on page 20.

RHEL 5.3 Linux is installed on an initial virtual server with the z/VM user ID
RH5RWMNT (Figure 1-2). Packages to create a minimal Linux system are selected, security
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hardening done and other configuration changes are applied. This server has the minidisks
described in Table 1-1 on page 16.

Install -
Media \

Figure 1-2 Installing the first Linux system

Once Linux is installed onto the initial server (RH5RWMNT), it is shutdown and copied to a test
server, RH5RWTST (Figure 1-3). The Linux system running on RH5RWTST is configured then
all features and functions are tested. When the system is validated, it is copied in the reverse
direction back to RH5RWMNT. If changes on the test system are not valid, they can be discarded
by recopying the maintenance system.

Install

Media ,

MNT2TST EXEC TST2MNT EXEC

CMSCLONE

Figure 1-3 Cloning the first Linux system

Once configuration and testing are completed, the read-write Linux system is frozen to
become the source disks for Linux cloning. This copy is called the golden version of the Linux
minidisks.This whole system is shown in Figure 1-4. A Linux script (cloneprep.sh) is written
to clean up the system before cloning. After running the cleanup script, the system is
shutdown, then the disks are copied to the golden user ID (RH5GOLD) by means of a REXX
EXEC.

At Nationwide, there are three versions of the golden minidisks maintained: old, current, and
next. This paper only addresses a single copy: current. To add additional versions such as
old and next, you would simply create more sets of minidisks on the golden user ID, with an
agreed upon device numbering convention.
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NT2GOLD EX

Figure 1-4 Freezing a golden copy of a Linux system

When a new Linux server needs to be cloned or provisioned with conventional read-write
disks, it is copied from the golden minidisks. A REXX EXEC is run from the CMS virtual
machine named CMSCLONE that copies from the golden minidisks to target Linux user IDs.

A script named /etc/init.d/boot.findself is also copied to the golden image. It is designed
to run once at boot time to uniquely configure the new Linux server. It modifies the IP address
and host name. This script will not modify the IP address and host name of the predefined
RH5xxxxx user IDs, so they will all have to share the same values. As such, only one of these
user IDs can have Linux IPLed at any given time.

CLONERW EXEC

Figure 1-5 Cloning a read-write virtual server

After a read-write system has been created on RH5RWMNT, a read-only root system can be
created from it. Another Linux system running on LNXCLONE is used to build the read-only root
system. A Linux script (mnt2rogld.sh) is provided to create the first read-only root system on
the RH5ROGLD user ID.
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- mnt2rogld.sh

RH5ROGLD

Figure 1-6 Creating a read-only root system with the mnt2rogld.sh script
Then the cleanup script is run on the first read-only root Linux system and the system is shut

down. Now the R02GOLD EXEC is executed to copy from RH5ROGLD to the 21Bx minidisks on
RH5GOLD. These are now the golden read-only root disks.

RO2GOLD EXEC— CMSCLONE

RH5ROGLD

Figure 1-7 Freezing the read-only root system to RH5GOLD

To clone a read-only root system, the process is similar, except that the target user ID is
defined to have two read-write minidisks and three read-only links to the golden disks.
Therefore, the CLONERO EXEC only has to copy two minidisks, not file.

1.3.4 Directory structure of the read-only root system

The following section describes the directory structure used in this paper. The information
was adapted from the following resources:

» The Linux File Hierarchy Standard (FHS):
http://t1dp.org/LDP/Linux-Filesystem-Hierarchy/html/Linux-Filesystem-Hierarchy.html
» The Linux Standards Base (LSB). See the following Web site:
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http://www.linux-foundation.org/en/LSB
Sections below are copied verbatim in accordance with their license.

To comply with the FHS the following directories, or symbolic links to directories, are required
in/.

/bin Essential command binaries

/boot Static files of the boot loader

/dev Device files

/etc Host-specific system configuration

/1ib Essential shared libraries and kernel modules
/media Mount point for removable media

/mnt Mount point for mounting a file system temporarily
/opt Add-on application software packages

/sbin Essential system binaries

/srv Data for services provided by this system
/tmp Temporary files

/usr Secondary hierarchy

/var Variable data

The following directories, or symbolic links to directories, must be in /, if the corresponding
subsystem is installed:

/home User home directories (optional)
/1ib<qual> Alternate format essential shared libraries (optional)
/root Home directory for the root user (optional)

Each of these directories is addressed in the section that follows.

/sbin

The /sbin directory is primarily used privileged commands such as shutdown, ifconfig,
reboot and others. The commands in this directory are mostly intended for system
administrators and usually require root access. The /sbin/ directory is in root’'s PATH, but not
in the PATH of non-root users.

/bin
The FHS states:

“Unlike /sbin, the /bin directory contains several useful commands that are of use to both
the system administrator as well as non-privileged users. It usually contains the shells like
bash, csh, etc.... and commonly used commands like cp, mv, rm, cat, Is. For this reason
and in contrast to /usr/bin, the binaries in this directory are considered to be essential.
The reason for this is that it contains essential system programs that must be available
even if only the partition containing the root directory is mounted. This situation may arise
should you need to repair other partitions but have no access to shared directories (i.e.
you are in single user mode and hence have no network access). It also contains
programs which boot scripts may require to be present. “

/boot
The FHS states:

“This directory contains everything required for the boot process except for configuration
files not needed at boot time (the most notable of those being those that belong to the
GRUB boot-loader, not used in System z Linux) and the map installer. Thus, the /boot
directory stores data that is used before the kernel begins executing user-mode programs.
This may include redundant (back-up) master boot records, sector/system map files, the
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kernel and other important boot files and data that is not directly edited by hand. Programs
necessary to arrange for the boot loader to be able to boot a file are placed in /sbin.
Configuration files for boot loaders are placed in /etc. The system kernel is located in
either / or /boot (or as under Debian in /boot but is actually a symbolically linked at / in
accordance with the FHS). The boot loader for IBM System z also resides in this
directory.”

In this paper, /boot/ is read-only, however, there may be times when a read-write copy is
necessary.

/dev

This directory highlights one important characteristic of the Linux file system - almost
everything is a file or a directory. If you look at this directory and you should see dasda1,
dasda2 etc, which represent the various partitions on the disk drive of the system. The entries
beginning with sda* are SCSI devices. Each logical minidisk would be represented as dasda
for the first, dasdb for the second, etc...

letc
The FHS states:

“This is the nerve center of your system, it contains all system related configuration files
(or in subdirectories). A “configuration file” is defined as a local file used to control the
operation of a program; it must be static and cannot be an executable binary. For this
reason, it's a good idea to backup this directory regularly. Normally, no binaries should be
or are located here.”

/home
The LSB states that:

“Linux is a multi-user environment so each user is also assigned a specific directory which
is accessible only to them and the system administrator. These are the user home
directories, which can be found under /home/<username>. This directory also contains the
user specific settings for programs like IRC, X etc.”

The FHS states that:

“/home is a fairly standard concept, but it is clearly a site-specific file system. Different
people prefer to place user accounts in a variety of places. This section describes only a
suggested placement for user home directories; nevertheless we recommend that all
FHS-compliant distributions use this as the default location for home directories. On small
systems, each user's directory is typically one of the many subdirectories of /home such
as /home/smith, /home/torvalds, /home/operator, etc. On large systems (especially when
the /home directories are shared amongst many hosts using NFS) it is useful to subdivide
user home directories. Subdivision may be accomplished by using subdirectories such as
/home/staff, /nhome/guests, /Thome/students, etc.

The setup will differ from host to host. Therefore, no program should rely on this location.

If you want to find out a user's home directory, you should use the getpwent(3) library
function rather than relying on /etc/passwd because user information may be stored
remotely using systems such as NIS.

User specific configuration files for applications are stored in the user's home directory in a
file that starts with the '.' character (a “dot file”). If an application needs to create more than
one dot file then they should be placed in a subdirectory with a name starting with a "’
character, (a “dot directory”). In this case the configuration files should not start with the "'
character.
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It is recommended that apart from autosave and lock files programs should refrain from
creating non dot files or directories in a home directory without user intervention.”

In this paper, /home/ is not addressed in detail, though there is a short discussion of using
automount, NFS and LDAP in 1.9.2, “Implementing /home/ with automount, NFS and LDAP”
on page 65.

Nlib
The LSB states that:

“The /11ib directory contains kernel modules and those shared library images (the C
programming code library) needed to boot the system and run the commands in the root
file system, i.e. by binaries in /bin and /sbin. Libraries are readily identifiable through
their filename extension of *.so. Windows® equivalent to a shared library would be a DLL
(dynamically linked library) file. They are essential for basic system functionality. Kernel
modules (drivers) are in the subdirectory /1ib/modules/'kernel-version'. To ensure
proper module compilation you should ensure that
/1ib/modules/'kernel-version'/kernel/build points to /usr/src/'kernel-version' or
ensure that the Makefile knows where the kernel source itself are located.”

/lost+found
The LSB states that:

“Linux should always go through a proper shutdown. Sometimes your system might crash
or a power failure might take the machine down. Either way, at the next boot, a lengthy file
system check using fsck will be done. Fsck will go through the system and try to recover
any corrupt files that it finds. The result of this recovery operation will be placed in this
directory. The files recovered are not likely to be complete or make much sense but there
always is a chance that something worthwhile is recovered.”

/media
The LSB states that:

“Amid much controversy and consternation on the part of system and network
administrators a directory containing mount points for removable media has now been
created. Funnily enough, it has been named /media.”

/mnt
The LSB states that:

“This is a generic mount point under which you mount your file systems or devices.
Mounting is the process by which you make a file system available to the system. After
mounting your files will be accessible under the mount-point.”

The FHS v2.3 has changed the purpose of this directory:

“This directory is provided so that the system administrator may temporarily mount a file
system as needed. The content of this directory is a local issue and should not affect the
manner in which any program is run.

This directory must not be used by installation programs: a suitable temporary directory
not in use by the system must be used instead.”

For this paper, the root directory (/) will be read-only and /mnt/ is not a separate file
system. Therefore mount points under /mnt/ may only be created by file system design.

/opt
The LSB states that:
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“This directory is reserved for all the software and add-on packages that are not part of the
default installation. To comply with the FHS, all third party applications should be installed
in this directory. Any package to be installed here must locate its static files (i.e. extra
fonts, clipart, database files) in a separate /opt/'‘package' or /opt/provider' directory tree
(similar to the way in which Windows will install new software to its own directory tree
C:\Windows\Progam Files\"Program Name"), where 'package' is a name that describes
the software package and 'provider' is the provider's LANANA registered name.”

“Although most distributions neglect to create the directories /opt/bin, /opt/doc,
/opt/include, /opt/info, /opt/lib, and /opt/man they are reserved for local system
administrator use. Packages may provide "front-end" files intended to be placed in (by
linking or copying) these reserved directories by the system administrator, but must
function normally in the absence of these reserved directories. Programs to be invoked by
users are located in the directory /opt/'package’/bin. If the package includes UNIX®
manual pages, they are located in /opt/'package'/man and the same substructure as
/usr/share/man must be used. Package files that are variable must be installed in /var/opt.
Host-specific configuration files are installed in /etc/opt.”

In the read-only root system at Nationwide, DB2® is installed under /opt/IBM/db2, MQ Series
is installed under /opt/mgm, with links into /usr/bin/ and /usr/1ib/. So these mount points
are created early, while /opt/ is still read/write.

Iproc
The LSB states that:

“/proc is very special in that it is also a virtual file system. It's sometimes referred to as a
process information pseudo-file system. It doesn't contain 'real’ files but runtime system
information (e.g. system memory, devices mounted, hardware configuration, etc). For this
reason it can be regarded as a control and information center for the kernel. In fact, quite a
lot of system utilities are simply calls to files in this directory.”

/root
The LSB states that:

“This is the home directory of the System Administrator, 'root'. This may be somewhat
confusing (‘root on root') but in former days, /' was root's home directory (hence the name
of the Administrator account). To keep things tidier, 'root' got his own home directory. Why
not in '/home'? Because '/home' is often located on a different partition or even on another
system and would thus be inaccessible to 'root' when - for some reason - only '/' is
mounted.”

The FHS states that:

“If the home directory of the root account is not stored on the root partition it will be
necessary to make certain it will default to / if it can not be located.

We recommend against using the root account for tasks that can be performed as an
unprivileged user, and that it be used solely for system administration. For this reason, we
recommend that subdirectories for mail and other applications not appear in the root
account's home directory, and that mail for administration roles such as root, postmaster,
and web master be forwarded to an appropriate user.”

tmp
The LSB states that:

“This directory contains mostly files that are required temporarily. Many programs use this
to create lock files and for temporary storage of data. Do not remove files from this
directory unless you know exactly what you are doing! Many of these files are important
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for currently running programs and deleting them may result in a system crash. Usually it
won't contain more than a few KB anyway. On most systems, this directory is cleared out
at boot or at shutdown by the local system. The basis for this was historical precedent and
common practice. However, it was not made a requirement because system
administration is not within the scope of the FHS. For this reason people and programs
must not assume that any files or directories in /tmp are preserved between invocations of

the program. The reasoning behind this is for compliance with IEEE standard P1003.2
(POSIX, part 2).”

In the read-only root system /tmp is actually an in-memory only virtual file system as well, for
more information see tmpfs (also known as SHMFS).

lusr
The LSB states that:

“/usr usually contains by far the largest share of data on a system. Hence, this is one of
the most important directories in the system as it contains all the user binaries, their
documentation, libraries, header files, etc.... X and its supporting libraries can be found
here. User programs like telnet, ftp, etc.... are also placed here. In the original Unix
implementations, /usr was where the home directories of the users were placed (that is to
say, /usr/someone was then the directory now known as /home/someone). In current
Unices, /usr is where user-land programs and data (as opposed to 'system land' programs
and data) are. The name hasn't changed, but it's meaning has narrowed and lengthened
from "everything user related" to "user usable programs and data". As such, some people
may now refer to this directory as meaning 'User System Resources' and not 'user' as was
originally intended.”

The FHS states:

“/usr is shareable, read-only data. That means that /usr should be shareable between
various FHS-compliant hosts and must not be written to. Any information that is
host-specific or varies with time is stored elsewhere.

Large software packages must not use a direct subdirectory under the /usr hierarchy.”

Ivar
The LSB states that:

“(/var) Contains variable data like system logging files, mail and printer spool directories,
and transient and temporary files. Some portions of /var are not shareable between
different systems. For instance, /var/log, /var/lock, and /var/run. Other portions may
be shared, notably /var/mail, /var/cache/man, /var/cache/fonts, and /var/spool/news.
‘/var' contains variable data, i.e. files and directories the system must be able to write to
during operation.

The FHS states:

“If /var cannot be made a separate partition, it is often preferable to move /var out of the
root partition and into the /usr partition. (This is sometimes done to reduce the size of the
root partition or when space runs low in the root partition.) However, /var must not be
linked to /usr because this makes separation of /usr and /var more difficult and is likely to
create a naming conflict. Instead, link /var to /usr/var.

Applications must generally not add directories to the top level of /var. Such directories

should only be added if they have some system-wide implication, and in consultation with
the FHS mailing list.”
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Isrv
The FHS states:

“/srv contains site-specific data which is served by this system. This main purpose of
specifying this is so that users may find the location of the data files for particular service,
and so that services which require a single tree for readonly data, writable data and scripts
(such as cgi scripts) can be reasonably placed. Data that is only of interest to a specific
user should go in that users' home directory.

The methodology used to name subdirectories of /srv is unspecified as there is currently
no consensus on how this should be done. One method for structuring data under /srv is
by protocol, eg. ftp, rsync, www, and cvs.

On large systems it can be useful to structure /srv by administrative context, such as
/srv/physics/www, /srv/compsci/cvs, etc. This setup will differ from host to host. Therefore,
no program should rely on a specific subdirectory structure of /srv existing or data
necessarily being stored in /srv. However /srv should always exist on FHS compliant
systems and should be used as the default location for such data.

Distributions must take care not to remove locally placed files in these directories without
administrator permission. This is particularly important as these areas will often contain
both files initially installed by the distributor, and those added by the administrator.”

One other directory

In addition to the directories defined by the Linux Standard Base, Nationwide has included
the directory /Tocal/. It contains local content specific to this server. The subdirectories for

local copies of /etc/, /root/, /srv/ and /var/ are located here, with bind mounts to the real
directories.

1.3.5 Overview of bind mounts

14

The /etc/, /root/, /srv/ and /var/ directories are implemented on the read-only root
systems by means of bind mounts. A background is given on these types of mounts to help
explain how the solution will work and text was taken from the IBM Redbook Linux on IBM
eServer zSeries and S/390: Large Scale Linux Deployment, SG24-6824. This redbook is
online at:

http://w3.itso.ibm.com/abstracts/sg246824.htm1?0pen

A bind mount expands the functionality of the device file system mount. Using bind mounts, it
is possible to graft a directory sub-tree from one part of the global file system to another. Bind
mounts differ from device mounts in that the source is the global file system itself - not a block
device. The Linux kernel maintains coherence and consistency whichever name is used.
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mount —bind /guestvol/there /mnt/here

Figure 1-8 Overview of bind mounts

As an example, consider a directory /guestvol/there containing a file named foo.bar. as
shown in Figure 1-8. An additional directory /mnt/here exists in the global name space. The
following command will bind-mount /guestvol/there/ over /mnt/here/:

# mount --bind /guestvol/there /mnt/here

Now the same file, foo.abc, can be referenced by two path names:
/guestvol/there/foo.abc, the original path name, and /mnt/here/foo.abc, the bind mount
path name. Both names refer to the same underlying file.

Figure 1-11 on page 20 also shows an example of a bind mount.

1.3.6 Summary of read-only root file systems

Table 1-1 on page 16 summarizes the file systems in the read-only root system. Note that file
systems which will be read-only use a type ext2, because a journal cannot be written to a
read-only file system. Read-write file systems use a type of ext3 which is more conventional.
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Table 1-1 Summary of file systems and swap spaces

Directory FS type Attributes | Device Vaddr | Notes

/ ext2 R/O /dev/dasdbl 1B1 read-only root, 3200 cylinder (~2.2 GB)
minidisk

/bin/ ext2 R/O Part of root file system

/boot/ ext2 R/O /dev/dasdal 1BO 60 cylinder (~41 MB) minidisk

/dev/ udev R/W The device file system

/etc/ ext3 R/W Bind mounted from /1ocal/etc/ to /etc/

/home/ automount R/W Discussed in “Implementing /home/ with
automount, NFS and LDAP” on page 65

/1ib/, /1ib64/ | ext2 R/O Part of the root file system

/1ocal ext3 R/W /dev/dasdfl 1B5 1119 cylinder minidisk (~706MB) - contains
R/W /etc/, /root/, /srv/ and /var/

/mnt/ ext2 R/O R/W directory can be mounted over R/O

/opt/ ext2 R/O Part of the root file system

/proc/ procfs R/W In memory kernel file system

/root/ ext3 R/W Bind mounted from /Tocal/root/ to /root/

/sbin/ ext2 R/O Part of root file system

/srv/ ext3 R/W Bind mounted from /1ocal/srv/ to /srv/

/sys/ sysfs R/W In memory file system

/tmp/ tmpfs R/W In memory file system - contents are lost at
shutdown

/usr/ ext2 R/O Part of the root file system

/var/ ext3 R/W Bind mounted from /1ocal/var/ to /var/

/var/1ib/rpm/ | ext2 R/O /dev/dasdgl 1B6 Mounted read-only over read-write /var/

swap 1 swap R/W /dev/dasdcl 1B2 64 MB in memory VDISK

swap 2 swap R/W /dev/dasdd1l 1B3 128 MB in memory VDISK

swap 3 swap R/W /dev/dasdel 1B4 550 cylinder minidisk (~384MB)
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1.3.7 The modified boot process

During the normal Linux boot process, the root file system is initially mounted read-only, and
then later mounted read-write. In the read-only root system, it is not remounted read-write.
Figure 9 on page 17 shows a block diagram of the System z Linux boot process.

boot loader zipl

v

load kernel

!

initial RAMdisk

[sbinfinit o | inittab

[etc/rc.d/init.d/ runlevel [etc/rc.sysinit

auditd ° mount /proc/ and /sys/
crond ® enable SELinux

cups o start udev
iptables o setup multipath and LVM
network » setup readonlyroot if configured
syslog o check filesystems for errors
(...etc) » mount local filesystems

® enable swap space

Figure 9 Modified boot process

Because the script /etc/rc.sysinit is passed in the parameter readonlyroot, the root file
system is not re-mounted read-write.
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1.4 Summary of virtual machines
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Following is a summary of the function of the virtual machines in the system.

CMSCLONE

This user ID only runs CMS, Linux is never IPLed. It has a 191 disk where the REXX EXECs
for copying systems are stored, and it has a 192 disk which will become the Linux user ID’s
191 disk.

LNXCLONE

A Linux system is run on this user ID. It contains all of the tools used to create the RH5ROGLD
machine i.e. all shared root images. It also contains the DVD images of all shared software
for other Linux guests to mount through NFS.

Following are the important files in /usr/local/sbin/ on this system:

boot.findself On first boot, this script is run to set up the proper host name and IP of
the new Linux guest. The parameter file for this guest must exist on
CMSCLONE first.

cloneprep.sh A backup of the script that resides on RH5RWTST and other machines.
Gets rid of extraneous files unique to a machine.

mnt2rogld.sh Creates a hybrid read-only system on the RH5R0OGLD user ID.

offliner.sh Makes sure all minidisks are offline and not linked before running
mnt2rogld.sh (useful after script failure).

RH5RWMNT

The backup/mirror of RHSRWTST. This machine's binaries are used to create shared-root
golden disks as well as read-write golden disks, in conjunction with RH5RWTST.

RH5RWTST

All new RPMs and other changes are tested on this machine. Once tests have been made,
the cloneprep.sh script is run and the system is copied to RH5RWMNT using the TST2MNT EXEC
on CMSCLONE. If there is a need to roll-back the system from RH5RWMNT because a change is not
desired, that can be accomplished using the MNT2TST EXEC on CMSCLONE.

RH5ROGLD

This machine is created by the mnt2rogld. sh script residing on LNXCLONE. It is essentially a
read-only Linux guest. Here you can login before cloning a real read-only guest to see if the
read-only system is running properly. Testing new read-only binaries and applications should
be done from this virtual machine.

Once the binaries for read-only machines are good (stable), they should be copied to RH5GOLD
using the RO2GOLD EXEC on CMSCLONE.

RH5GOLD

This virtual machine just defines two series of minidisks. Because its function is solely to store
disks of Linux golden images, it cannot be logged on to.

11Bx Read-write machines are clon